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OrpannyeHuss UMEIOIIErocs pemeHust

M3BeCTHOE pellIeHUE OCHOBBIBACTCS Ha 3arpy3Ke T.H.
«custom recovery» Ha Tene(oH ¢ LUEIbIO
BBIIIOJIHEHMS Ha HEM MPOM3BOJILHOIO KOJA.

* 3a0J0KHPOBAHHBIN 3arpy34MK - ?
 Reactivation Lock/FRP - ?



Ilpeasaraemoe pemnieHue

[Tomyunts ympasnerue B aboot (write-what-where npumurus)
3arpy3urh custom recovery na eMMC

OTKIIFOUHUTH TPOBEPKY ITOAIUCH

3anycTuTh CUStOM recovery

g (C2) N2 =

BMecTo cOOCTBEHHOM peanu3aluu KIHOUYeBbIX (DYHKIMH HCIIOIb30BaTh
uMeronecs B aboot:

* BriBog cooOmieHuii Ha 3KpaH (OTIaaKa)

* Ilpuem/nepenaya nanubix mo USB

* Urenue/3anucr eMMC

* VYmpasieHwue 3arpy3koi (3arpyska boot/recovery)
* [IpoBepka noamnvcu



HKui B aboot (1)

R@, #axFrooae

R1l, =aFlashReadFailu
SP!, {R3-R8,R1@,LR}
fnd_print_to_screen

M
MoV R4, RG,LSL#9
MOV R@, #OxFFFFFF
LDR R1, =aCopyFromTFlash
BL fnd_print_to_screen
MOV R@, #&
MOV R1, #&
MOV R2, RB8
MOV R3, R4
BL fnd_mmc_read
CMP R@, #8
BNE loc_Fa1CaB8
h 4

bl ) =]

BL

MOV

LDR R1l, =aBootRecovery_

BL fnd_print_to_screen

MoV R2, R6

MoV R3, R7 B

MOV R@, #BxFFFFFF

LDR R1, =aWriteDSectors_

BL fnd_print_to_screen

MOV R@, #@

MOV R1, #@

MoV R2, R4

MoV R3, RE8

BL fnd_mmec_write

CMP R@, #B

BNE loc_F81C8DC

A J A J

R1, =aReboot

R@, #@xFFFFFF loc_F81C8DC
fnd_print_to_screen MOV

R@, #0x7D8 LDR
sub_F38CFAR LDMFD

RB, #Bx12345673 B

SP!, {R3-R8,R1@,LR}
sub_FE@BSE®

R@, #oxFFeoae

R1, =aFlashWriteFail
sp!, {R3-R8,R18,LR}
fnd_print_to_screen




IMouck ¢pynkumii B aboot (2)

(il s =5
R6, [SP,#@x4A0+packet_dword_@x2]| [LDR
alsec R3, Re, #1 MOV
R3, #8x2088 MOV
loc_F81D3C3 MOV
reen MUL
MUL
cMp
ADDLT R@, R3, #ox2808
Baal ADD R1, R2, R@
CMP R1, #@x2eee
MOVLE R1, #@
MOVGT R1, #1
ORRS R1, R1, R6,LSR#31
BNE loc_F81D424

L J

LDR < ; buffer address table

; [@] - where to download data from usb
MOV R@, #8x65
LDR R11, Ca ; function pointer array
MOV R1, RY
STR R2, [SP,#@x4AG+var_494]
BL fnd_response_2_first_dwords
LDR R3, [R11,#4] ; R3 = download function (download from ush)
LDR R2, [SP,#@x4AG+var_404]
cMp R3, #8
LDR R@, [R2]
BEQ loc_F81D558

A 4 h J
BL sub_FEBCC4e Rl, R6 ; R6 - size
CMP R@, #& R3
BLT loc_F81D3B2 T R1, =aDownload

R@, =aSDownloadFunct
fnd_internal_log

100.00% (5374,4818) (54,249) 0001CF14 OF81CEEC: fnd_process_packet:loc_F81CEEC



IMouck ¢pynkumii B aboot (3)

fnd_is_misc_supported
Re, 0
loc_F823BDC

]

fnd_emmc_recovery_init
R, #0
loc_FB823Be4

A J
[l s 5
LDR R@, =aErrorInEmmc_re
BL fnd_internal_log odin
h 4 A |
] M=
LDR R@, =alnMmc_is_tflas
BL fnd_internal_log_odin loc_F823B64 loc_F823BDC
BL fnd_copy_from_tflash BL sub_F818784 BL sub_FB23FAB
BL fnd_init internal_mmc LDR R@, =aBeginBoot_linu BL sub_F828118
MOV R3, #1 BL fnd_internal_log_odin B loc_F823B74
STR R3, [SP,#8wd8+var_38] BL fnd_boot_linux_from_mmc
Yy h J
[l s 5
loc_FB823B74
LDR R@, =unk_F8D4DE4 LDR R®, =aErrorCouldNotD
BL sub F817694 BL fnd_internal_log odin
LOR R3, [SP,#exde+var_38]| |BL sub_FBRE764
cMP R3, #2 BL sub_F8@E2BR
BEQ loc_FB823BA4 MOV R@, #BxFFaoaa
LDR R1, =aCouldNotDoNorm
BL fnd_print_to_screen
LDR R@, =unk_F8D4DE4
BL sub_F817694
LDR R3, [SP,#@xdd+var_38]
CMP R3, #2




IMouck pynkumii B aboot (4)

Yy Yy
M
loc_F821CES loc_F321208
LDR R1, [SP,#@x1E8+var_148]| |LDR R1, [SP,#@x1E8+var 1D4]
ADD R1, Rl®, Rl LDR R@, =aBootImageSizeD
BL sub_F82091C BL fnd_internal_log edin
B loc_F82122@ LDR RO, [SP,#@x1E8+var 1D4]
T LDR R1, [SP,#@x1E8+var_ 1A@]
BL fnd_verify_image_is_authentic
LDR R3, [R8]
CMP R3, #@
BEQ loc_F82125@
h J
R, #
R3, [R@,#(dword FBD581C - @xFBD588C)]
R3, #@
loc_F821250




DEMO



Oco0eHHOCTH peleHus

o OkcruionT HanucaH s Bepcuu G900PVPUICPCA

“The Issue has been reported to Samsung Mobile
Security team on 2016-12-20 and Is identifed as SVE-
2016-7930. Patch was released in Samsung Security
Bulletin of March 2017 /2]

* AxrtyansHasa Bepcus — G900PVPS3CQD1
(25.05.2017) — npu BxrouenHoM Reactivation Lock
JOIyCKACT YCTAaHOBKY YSI3BUMOM Bepcuu aboot 6e3
yaaJIcHUs JaHHBIX Userdata

« KNOX Warranty Void bit ae ycranaBauBaeTcs



Pe3yabTarhbl padoThI

* OOHapyxeHa c1a00CTh KpUOTOrpapruiecKou
CXEMbI BEIUHCIICHHS KITF0Ua MU(GPOBAHUS IS
FDE B Tenepone Samsung S5 (G900P),
npuBoasas k Bosmoxxkaoctu Offline-mepebopa
IapOJIS

* Peain30BaHO MPOrpaMMHoOe PEIICHHUE,
no3BoJIsroee ocymecTBiIATh Offline-mepedop
napoisg Ha G900P B 00xox Reactivation Lock (B
TOM YHCJIC, Ha MocjeaHeii Bepcuu firmware).

* AnanornuyHoe pemenue nposepeHo 1 G900T1
(S5), 1545 (S4)



Croacu0o0 3a BgumManue!



